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Protecting the supply 
chain against risk

O
perational risk is a strategic 
issue for all organisations 
and nowhere is it more evident 
than in the supply chain. Weather 

disruption, technical issues, workforce strikes 
and roadworks can delay or completely 
disrupt the supply chain, threatening 
on-time delivery, manufacturing 
processes and customer commitments. 

Organisations can minimise exposure 
to risk and even eliminate the impact of 
certain risk events with careful planning, 
tools and processes to anticipate and 
manage risk more effectively. If you’re better 
prepared to respond to supply chain risk 
you can even turn it into an opportunity for 
competitive advantage and differentiation. 

The following principles help to guide 
companies as they implement supply 
chain risk management.  

1.  What you don’t 
know can hurt you

It’s critical to have a clear picture of your 
entire supply chain. You need to know 
where your raw materials originate, the 
locations and distributors they pass through 
and where finished goods will travel.

This includes mapping suppliers at every 
tier, an area where most companies are 
unsure and vulnerable to over-reliance on 
single sources, which can leave the supply 
chain exposed to major delays and disruptions 
from an event as small as a minor factory fire. 
Beware of depending too much on carriers, 
freight forwarders, and third-party logistics 
companies to take customers’ orders and 
move shipments through the network. You 
are responsible for ensuring product is 
delivered on time and damage-free, and 
to do this you need day-to-day visibility 

of your supply chain. This will support 
other risk management efforts too.

2. Identify weak links 

Once you map your supply chain, put it 
to use identifying vulnerabilities and choke 
points. Could a strike hit a heavily-used 
transport network, for example?  

Depending on your appetite for risk, you may 
need to make changes. Sourcing alternative 
carriers or routes could lower your overall risk, 
or you could create mitigation plans. Look 
further afield – is your supply chain vulnerable 
to adverse weather events or terror activity— 
if so, include these in the risk profile. Once 
you know your weakest links it will be clear 
what contingencies you need in place.  

3.  A map on the wall 
is not a tool

A map marked with locations doesn’t allow 
for the fluidity of supply chains and the 
constant need for adjustments as needs and 
situations change. Companies often come up 
short in mapping the routes their shipments 
take from the origin supplier, through critical 

infrastructure, to destinations such 
as manufacturing plants, distribution 
centres and retail stores. Inventory 
in transit is inventory at risk.

Your map needs to be a tool that is part 
of your everyday routine. As things shift, 
you need to make adjustments in real-time 
to ensure you are always monitoring the 
appropriate regions and routes for risk events. 

4. Harnessing big data 

Overlaying your supply chain map with 
real-time risk data is the next logical step. 
If you import from China, for example, and 
a typhoon is bearing down with the Shanghai 
ports right in the middle, you will need to know 
what’s at risk. The same applies if you ship 
goods from one end of the UK to the other 
and heavy snow is forecast. You’ll need 
a list of the locations, shipments, and inventory 
by part number that will be impacted.  
Make sure you also have sources of 
news that will alert you as risks arise.  

The data feeds must relate directly to the 
important things such as employees, facilities, 
supply routes and the transport network. 
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Evaluate where you are with big data and create 
a roadmap to guide you as you add additional 
information sources. 

5.  Learn from mistakes 
when the stakes are low

As you improve your risk preparedness, begin 
regular rehearsals of failures in the supply chain 
with your team. Practice how your organisation 
will gather information, assess the impact of the 
event and make critical decisions. Learn from your 
mistakes and adjust your strategy to ensure your 
team is prepared when something actually happens. 

When you practice, use plausible emergencies 
based on your risk assessment and test your 
team, but also get out of your comfort zone and think 
about the types of risks you haven’t faced before.

6.  Bad news doesn’t 
get better in time

If you’re responsible for managing supply chain 
risk, ensure that prompt and effective communication 
is one of your top priorities. Communicate before 
a crisis occurs, and throughout the response 
effort when something does hit. 

Share your company’s supply chain risk assessment 
frequently across the organisation particularly 
amongst those communicating to customers.  
During a risk event provide a clear understanding 
of status and next steps to the executive team. 

7. Move from reactive to proactive

A mature risk approach will include someone 
focused on finding the “next” risk event. Help 
them by using assessment tools to understand 
the impact. This work should be part of regular 
staff discussions and drills where you rehearse 
supply chain failures. 

Your risk information sources must support 
proactive awareness and response. Social media 
is one example, as companies integrate unfiltered, 
real-time updates from people experiencing adverse 
weather, traffic disruption and other incidents.  

8. Risk can become opportunity

Supply chain risk can become an opportunity for 
competitive advantage and differentiation if you’re 
able to see the big picture and stay a step ahead of 
the challenges caused by a risk event. When an event 
impacts an industry as a whole, the most informed 
and prepared organisations will recover faster and 
potentially grab market share from others. 

Conclusion

Supply chain risk is a growing problem as the threat 
environment continues to be more unpredictable. 
While a proactive approach is always better, there 
will be times when you are caught unaware. When 
that happens, it is important to have an actionable 
plan to address the unexpected and begin the recovery 
process. This is best accomplished by taking advantage 
of technology to ensure you have the lastest intelligence 
to identify threats and vulnerabilities that have the 
potential to impact your supply chain. Limiting your 
real time mapping capabilities to only address the 
predetermined routes and suppliers may expose 
you to an unacceptable level of risk. An all source 
approach to intelligence gathering opens the appature 
and allows you to see emerging threats before they 
have a chance to impact your supply chain operations.  

Using this global intelligence or all source capability 
during exercises also increases your ability to recover 
from a supply chain disruption quicker and pave the 
way for a return to revenue for the company. The 
unintended benefit of this approach is that your 
staff will have an opportunity to become more familiar 
with the technology in a safe environment which 
translates to faster reaction time during a crisis.
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